NamsiTka Nno 6e30NacHOCTU B UHTEpPHeTe

C kaxablM rofoM MONOAEXMN B UHTEPHETE CTAHOBUTBLCA BOrblue, a LUKONbHUKN OOHU U3 CaMbiX aKTUBHbIX
nonb3oBatenen PyHeTa. Mexay Tem, MOMUMO OFPOMHOIO KONMYeCTBa BO3MOXHOCTEN, MHTEPHET HEceT n
npobnemsbl. 3Ta NnamaTKka A4OMKHa NOMoYb Tebe 6Ge3onacHo HaxoauTbLCS B CETU.

KomMmnbloTepHble BUPYChI

KomMnblOTEpHbIN BUPYC — 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbIX NPOrpaMm, OTIINYUTENBHOW 0COBEHHOCTBIO
KOTOPOM ABMNSETCS CNOCOOHOCTb K pa3MHOXEHMUI0. B gononHeHne K aToMy, BUPYCbl MOTYT NOBpPeaUTb Unn
MOMHOCTBIO YHUUTOXUTb BCE (painbl 1 AaHHbIE, MOAKOHTPOSbHbIE NONb30BaTEN0, OT UMEHU KOTOPOro
Oblna 3anylleHa 3apakéHHas nporpamma, a Takke NoBpeanTb UMK AaXe YHUUTOXUTb OnepaunoHHY0
cuctemy co Bcemu cpannamu B uernom. B 6onblumHCTBE cnyvyaeB pacnpoCTpaHSTCS BUPYChl Yepes
WHTEPHET.

MeToabl 3aLMTbl OT BP€AOHOCHbIX MPOrpamMm:

*  cnonb3yn coBpeMeHHbIe OnepaumoHHbIE CUCTEMbI, UMEIOLLNE CEePbE3HbINA YPOBEHDb 3alUMTbl OT
BPEOOHOCHbIX Mporpamm;

» [loCTOsIHHO yCTaHaBnuBawn naytu (UMpoBble 3annaTku, KOTOpble aBTOMaTUYeCKU
yCTaHaBMNMBAalOTCS C Lenbio AopabTku nporpamMmbl) U Apyrve o6HOBNEHUS CBOeN onepauyioHHON
cucTtembl. CkaumBanm nx TorMbKo ¢ oduumansHoro canta paspabotunka OC. Ecnu cywecteyet
PEeXUM aBTOMaTU4EeCKOro 06GHOBMNEHUS, BKIOUN €rO;

= PaboTali Ha cBOeM KOMMbOTEPE NoA NpaBamu Nofb30oBaTens, a He agMuHUCTpaTopa. 370 He
NO3BOMNUT BONBLUMHCTBY BPEOOHOCHbLIX MPOrpaMm MHCTanImMpoBaTbCs Ha TBOEM NEPCOHANbHOM
KOMMNbIOTEPE;

*  cnonb3ym aHTUBMPYCHbIE NPOrpaMMHbIe NPOAYKTbI M3BECTHLIX MPou3BoauTenen, ¢
aBToMaTuyecknm obHoBneHuem 6as;

= OrpaHnyb OU3MYECKMIN AOCTYN K KOMNbIOTEPY AN NOCTOPOHHMX MWL,

*  cnonb3yn BHELLIHUE HOCMTENN MHpOPMaLUn, Takme Kak preLuka, ANCK unu pann ns nHTepHeTa,
TONbKO U3 NPOdEePEHHbBIX NCTOYHUKOB;

= He OTKpbIBan KOMMbIOTEPHbIE hainbl, NOMYyYEeHHbIE U3 HEHaOEXHbIX UCTOYHUKOB. Jaxe Te
channbl, KOTOpbIe NpUcnan TBOW 3HAKOMbIN. Jlyylle YTOYHM Y Hero, oTnpaBnsAn v oH Tebe ux.

Cetu WI-FI

Wi-Fi - aTo He B1A nepefayn AaHHbIX, He TEXHONOrMsI, @ Bcero nuwb 6peHa, mapka. Ewe B 1991 rogy
Huaepnanackas komnaHus 3apermctpupoana 6peHa « WECA», 4To 0603Havano croBocoveTaHne
«WirelessFidelity», koTopbIn NepeBOAMTCS Kak «6ecnpoBogHast TOMHOCTbY. [lo HalLero BpemMeHun goLurna
apyras abbpesuaTypa, koTopas ABMsieTcs Takom e TexHornornen. 3to abbpesnatypa «Wi-Fi». Takoe
Ha3BaHuWe ObINo JaHO C HAMEKOM Ha CTaHA4apT BbICLLMIA 3BYKOBOW TexHUkM Hi-Fi, yTo B nepesoae
O3Ha4yaeT «BblCOKasi TOYHOCTbY.

[a, 6ecnnaTtHbIi MHTEpPHET-AOCTYN B Kade, OTENAX 1 asponopTax ABMsSeTCs OTNINYHOW BO3MOXHOCTbIO
BbIXO4a B MHTEPHET. Ho MHOrMe akcnepThbl cuntaroT, 4To obwenoctynHele Wi-Fi ceTu He aBnsitoTca
©e3onacHbIMMN.

CoBeTbl N0 6e3onacHocTn paboTte B 0bwenoctynHbix ceTax Wi-fi:

= He nepegasaw CBO NMYHYIO UHopMaumio Yepes obuienoctynHelie Wi-Fi ceTn. PaboTas B HuX,
XenarternbHO He BBOOUTb Maponiv AOCTYNa, NOrMHbI U Kakne-To HOMepa;

*  Wcnonb3yn n 06HOBMAN aHTUBMPYCHbIE NporpamMmmbl 1 6paHgmayep. Tem cambiM Thbl
obe3onacuLlb cebs OT 3aKaykn BMpYca Ha TBOE YCTPONCTBO;

*  [pwu ncnonbsosaHum Wi-Fi oTknioum dpyHkumno «O0LWwuin goctyn K dannam 1 npuHTepamy.
[aHHasa dyHKUMS 3aKpbiTa N0 YMOMYaHMo, OAHAKO HEKOTOPbLIE MNOMb30BaTeNu akTUBMPYIOT €€
Anst ynobcTea Mcnonb3oBaHusa B paboTe nnm yyebe;

* He ncnonb3ayi nyonuuHbiin WI-FI gns nepegaymn nuyHbIX AaHHbIX, HANpUMeEp Ans BbIXoAa B
coumanbHble CETU UMK B SNEKTPOHHYIO NOYTY;

=  /Inonb3yn TONbKO 3almiieHHoe coeauHeHne Yyepe3 HTTPS, a He HTTP, 1.e. npu Habope Be6-
agpeca BBoAM MMeHHO «https://»;

* B mobunsHoM TenedoHe oTknoun dyHkumto «lMoaknovenme k Wi-Fi aBTomatunyeckm». He
Jornyckam aBToMaTU4eCcKoro nogknoveHus yctponcrtea k cetam Wi-Fi 6e3 TBoero cornacus.



CoumnanbHble ceTu

CoumanbHble CETU aKTUBHO BXOAAT B HALLY XW3Hb, MHOTUE Ntoan paboTaloT M XKMBYT TaMm NOCTOSIHHO, a B
Facebook yxe 3apeructpupoBaH Munnuapg 4YenoBek, YTo ABNAEeTCH OAHOM CebMOM BCEX XuUTenemn
nnaHeTbl. MHOrne nonb3oBaTenu He NOHMMALOT, YTO MHAOPMAaLMS, pa3MeLLIEHHast UMW B coLnarnbHbIX
ceTsX, MOXeT OblTb HalZeHa U UCNONb30BaHa KeEM YrogHo, B TOM Yncne He obs3aTtenbHo ¢ 6narumm
HamMmepeHnsIMu.

OcHoBHble coBeTbl N0 6e30NacHOCTN B COLManbHbIX CETSX:

= OrpaHnyb cnncok apysen. Y Tebsa B Apy3bax HE AOMKHO ObiTb CNyyYanmHbIX U HE3HAKOMbIX Noaen;

*  3awmiian CBOK YacTHYH Xu3Hb. He ykasbiBan naponwu, TenedoHsl, agpeca, gaTy TBOEro
POXAEHUSA U APYIYI0 NIUYHYI0 MHOPMaLMIO. 3rIOYMbILLMEHHUKU MOTYT MCNOMb30BaTh AaXe
MHGOPMaLMIO O TOM, KaK Tbl U TBOW POAUTENWN NNaHUPyeTe NPOBECTU KaHWKYIbI;

»  3awuiian CBOK penyTaumio - 4epXn ee B YNCTOTEe 1 3agaBar cebe Bonpoc: xoTen Obl Tbl, YTOObI
Apyrve nonb3oBaTeny BUAENM, YTO Thbl 3arpyxaelwb? [Nogymawn, npexae 4em 4To-To
onybnvkoBaTtb, HanNucaTh 1 3arpy3unThb;

= Ecnu Tbl roBOpULLb C NOABMU, KOTOPbIX HE 3HaELLb, HE NCMONb3YI CBOE peanbHOe UMS U APYryio
NNYHYIO MHAOPMALUK: UMS, MECTO XUTENbCTBA, MECTO y4ebbl 1 Npoyee;

= V3beran pasmelleHns otorpadun B UHTEpHETE, rae Tbl N306paxKeH Ha MECTHOCTM, MO KOTOPOW
MOXXHO ONpeaennTb TBOE MECTOMOMNOXEHNE;

= [lpw perncTtpauumn B coumanbHOM CETU HEOBXOAMMO NCMOMb30BaTh CMOXHbIE MAponn, COCToNALLME
13 OykB 1 LMdpP M C KONMYECTBOM 3HAKOB He MeHee 8;

» [Ins coumansHOWM ceTu, NOYThl U APYrMX CakuTOB HEOOXOAMMO MCMNOb30BaTh pasHbie Naponu.
Torga ecnu Tebs B3NoMatoT, TO 3M10YMbILUSIEHHUKM NOMyYaT AOCTYM TOMNBKO K OOHOMY MECTY, a He
BO BCe cpasy.

OneKTpPOHHbIe AeHbIN
OnNEKTPOHHbIE AeHBbMM — 3TO OYeHb YO0OHbI crnocob nnaTexen, 0AHaKo CyLLIECTBYIOT MOLLUEHHUKM,
KOTOpbI€ XOTST NOMY4YNTb 3TN AEHbIN.

OnNeKTPOHHbIE AeHbIN NOSIBUINCb COBCEM HEAABHO U UMEHHO M3-3a 3TOr0 BO MHOMVX rocyaapcTBax Ao
CMX MOop He MPOMNMUCcCaHo NPO HMX B 3akoHaX. B Poccum e oHM (yHKLIMOHUPYIOT U O HUX Y)Ke MPOrMMCcaHo B
3aKoHe, rae UX pasgensiioT Ha HeCKOMNbKO BUAOB — aHOHUMHbIE U HE aHOHUMHbIe. PasHuua B TOM, YTo
aHOHMMHbIE - 3TO Te, B KOTOPbIX paspeLlaeTcs NPoBOAUTL onepaLuumn 6e3 naeHTudukaumm
nonb3oBaTens, a B HeaHOHUMHbIX MOEHTUdUKaLMKU NoNb3oBaTens ABnAeTcs 06A3aTensLHON.

Takke crniegyeT pa3nuyatb 3MeKTPOHHbIe ouaTHble AeHbIM (PaBHbI FOCYAapCTBEHHbLIM BarnoTam) u
3NEKTPOHHbIE HedMaTHblE AeHbM (He paBHbl FOCYAapCTBEHHBLIM BasnoTaMm).

OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ ANEKTPOHHbIMU AEHbraMMU:

= [lpmBsXn K cHETY MOBUNBHLIV TenedoH. 3To camblin YAO06HbBIN 1 BbICTPbLIN CNOCO6 BOCCTAHOBUTL
[ocTyn K cyeTy. NpuBasaHHbIv TenedoH NOMoXeT, ecnu 3abyaelub CBOW NNaTeXHbl Naposb
Unu 3angellb Ha canT ¢ HE3HaKOMOro YCTPOMCTBA;

*  Wcnonb3yn ogHopa3soBble naponu. MNocne nepexona Ha YCUNEHHY aBTopu3auunio Tebe yxe He
OyaeT yrpoxaTb ONacHOCTb KpaXky UK nepexasarta NnaTeXxHoro napons;

*  Bbibepyu cnoxHbli napornb. MNpecTynHukaM 6yLeT He NPOCTO yrafaTh CrOXHbIA Naporib.
HapexHble naponn — 3To Naponu, KoTopble coagepXaT He MeHee 8 3HaKOB U BKMOYaloT B cebsi
CTPOYHbIE M NPOMUCHbIE BYKBbI, LGPl 1 HECKOIBKO CUMBOJSIOB, TaKMe Kak 3HakK gonnapa, yHTa,
BOCKNMUATENbHbIN 3HaK 1 T.n. Hanpumep, $tRONg!;;

= He BBOAM CBOM NNYHbIE AAHHbIE HA CalTax, KOTOPbIM HE AOBEpsieLLb.

OrneKTpoHHasA noyrta

OneKTPOoHHas NoYTa — 3TO TEXHOSOMMS U NPpeaoCcTaBnsgeMble eto YCNyru no Nepechisike 1 Nony4YeHuo
3NEKTPOHHBIX COOBLLIEHNIA, KOTOPbIE pacnpenensTcs B KOMMNbOTEPHON ceTU. OBbLIYHO SNEKTPOHHBIV
MOYTOBBIN ALWMK BbIMMSANT Cnegyowmum o6pa3om: MMs_Nonb3oBaTensa@umsi_AoMeHa. Takke kpome
nepegayv NPoOCTOro TeKCTa, UMEeeTCH BO3MOXHOCTb nepeAaBaTth hansbl.

OcHoBHble coBeTbl NO BesonacHon paboTe C INEeKTPOHHOW MOYTON:



= Hapo BbIGpaTb NpaBubHbIN MOYTOBLIN CePBUC. B MHTEpHeTe ecTb OrpOMHbIN BbIGOP
BecnnaTHbIX NOYTOBbLIX CEPBMCOB, OAHAKO Ny4lle JOBEPHATb TEM, KOro 3HaeLlb 1 KTO NEPBLIN B
PENTUHrE;

= He ykasbiBal B IMYHOM NOYTE NUYHYIO UHpopMaLmo. Hanpumep, nydiie Beibpatb
«My3blKanbHbIN_aHaTt@» unun «pok2013» BMmecTo «Temal3»;

*  cnonb3yn ABYX3TarnHyl aBTopm3aumnio. 370 Koraa NOMUMO MapOons HY>KHO BBOAUTL KOf,
npucbinaemoii no SMS;

=  Bblbepu CnoxHbli naposnb. [N Kaxxaoro NoYToBOro siluka AomkeH ObiTb CBOWM HaAEXHbIN,
YCTOMYMBBLIN K B31IOMY Naposib;

*» Ecnn ecTb BO3MOXHOCTb HanMcaTb CaMOMy CBOW NINYHbINA BONPOC, UCMONb3YyN 3Ty BO3MOXHOCTb;

*  cnonb3yn HECKONBbKO MOYTOBBIX ALWMKOB. [epBbI AN YaCTHOW Nepenunckn ¢ agpecatamu,
KOTOPbIM Thl JOBEpPSiEllb. OTO ANEKTPOHHbIV aapec He Hao MCMNONb30BaTh NPU perncTpauumn Ha
dopymax un cantax;

= He oTKkpbIBan havinel 1 ApyrMe BNOXEHUA B MUCbMaX AaXe €Cnv OHU NPULLNKN OT TBOUX APY3EN.
Jlydwe yTouHn y HUX, oTNpaBnsanu nu oHu Tebe aTn dannsi;

= [locne okoH4aHWsi paboTbl HA NOYTOBOM CepBUCE Nepes 3aKpbITUEM BKNAOKN C CAaUTOM He
3abygb HaxaTtb Ha «BbITuy.

KnbepOynnuHr unu BuptyanbHoe nsgeBaTernbCTBO
KnbepbynnuHr — npecnegoBaHve coobLueHnsMu, cogepXxawmumm ockopbneHus, arpeccuio,
3anyrmBaHue; XynmuraHcTeo; coumnarnbHoe 6OI7IKOTI/IpOBaHI/Ie C NOMOLLbIO pa3fminyHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6bopbbe ¢ KNbepbynIMHrom:

= He 6pocawica B 601. Jlydwwmi cnocob: nocoBeToBaTbCA kak cebsa BECTU U, €CNU HET TOrO, K KOMY
MOXHO 06paTUTBLCS, TO BHaYane ycnokontbcs. Ecnu Tbl HaYHeLw b oTBeYaTb OCKOpPBNeHnsaIMu Ha
ocKopOneHns, To TOMbKO eLLe BonblUe pa3oxKellb KOH(IKKT;

= Ynpaensn cBoewn kmbeppenytaumen;

*  AHOHWMHOCTb B ceTU MHMMas. CyLLEeCTBYHOT CNOCOObI BbISICHUTL, KTO CTOUT 3@ @HOHUMHbIM
aKKayHTOM;

=  He cTOWT BECTU XYNMUraHCKMIN 0b6pa3 BUPTYanbHON XU3HN. MIHTEpHET OUKCUpyeT BCE TBOU
OENCTBUSA U COXpaHSAET UX. YoanuTb ux 0yaeT KpanHe 3aTpygHUTENbHO;

= Cobntogar cBov BUPTYyarnbHY0 YeCTb CMOMOAY;

*  UrHopupyn eanHU4HbIA Heratue. OgHOPa30Bble OCKOPOUTENbHbIE COOBLLEHNS NyYLle
urHopuposatb. OBbI4HO arpeccusi NpekpaLllaeTcs Ha HavYanbHOW cTaguu;

= bBaH arpeccopa. B nporpammax o6meHa MrHOBEHHbIMW COOBLLIEHMAMM, B COLMArbHbIX CETSX €CTb
BO3MOXHOCTb HTOKMPOBKN OTNPaBKM COOBLLIEHNI C onpedeneHHbIX aapecos;

» Ecnun Tbl cBMaeTens knbepbynnuHra. TBon 4eNCTBMSA: BbICTYNUTL NPOTMB NpecregoBaTens,
rnokasaTb €My, YTO ero AenCTBUSA OLLEHMBAKTCA HEraTUBHO, NOAAEPXKATb XXEPTBY, KOTOPOW HY>KHA
ncuxonormyeckas NoMoLLb, COOOLNTL B3POCHbIM O daKkTe arpecCMBHOIO NMOBEAEHUSA B CETU.

Mo6unbHbIN TenegoH

CoBpeMeHHble cMapT(OoHbI U NMNaHLWETLI coaepaTt B cebe BnomHe B3pocbii OYHKUMOHan, 1 Tenepb
OHW MOTYT KOHKYPMPOBATb CO CTaLMOHapHbIMU KoMMbloTepamu. OgHako, cpeacTB 3alnThl AN Nogo0HbIX
YCTPOWCTB NOKa O4eHb Maro. TecTupoBaHMe 1 MOUCK YSI3BMMOCTEN B HUX MPOUCXOAUT HE TakK
WHTEHCUBHO, kak ans MK, To e camoe kacaeTca n MobUnbHbIX NpuNoxeHni. CoBpeMeHHbIE MOOUITbHBIE
Opay3epbl y)ke NpakTU4eCKN AorHanm HacTofbHbIE aHarnoru, ogHako paclumpeHne dyHKLMoHana BneyeT
3a coboli 6onbLUYI0 CIOXHOCTb M MEHbLUYIO 3aLUMLLEHHOCTb. [laneko He BCE NPOM3BOAUTENN BbIMYCKAOT
OOHOBNEHWS], 3aKpbiBalOLLME KPUTUYECKUE YA3BMMOCTU O CBOUX YCTPONCTB.

OcHoBHble coBeTbl Anga 6e3onacHocTn MobunbHOro TenedoHa:

* Hwuyero He sABnsieTcs No-HacTosweMy becnnaTHeiM. Byab ocTopoXeH, Beab koraa Tebe
npegnaratoT 6ecnnaTHbIN KOHTEHT, B HEM MOTYT ObITb CKPbITbl KaKne-TO NiaTHbIE YCIyru;

= [lyman, npexzae 4yem otnpaButb SMS, oTo nnm BMaeo. Tol TOYHO 3HaELb, rge oHn OyayT B
KOHEYHOM uTore?

= Heobxoaumo oBHOBNATL ONEPALMOHHYK CUCTEMY TBOErO CMapTAOHa;

*  cnonb3ym aHTUBMPYCHbIE NPOrpamMMbl AN MOBUIbHBLIX TENedOHOB;

= He 3arpyxan NpuUnoxxeHns oT HEU3BECTHOro UCTOYHMKA, BEb OHU MOTYT COAepXaTb
BpeOOHOCHOE NporpamMmmHoe obecneveHue;

= [locne Toro kak Tbl BblMAELb C CailTa, rae BBOAUN NUYHYO MHAOPMAaLMIO, 3alnau B HACTPOMKK



6paysepa u yganu cookies;

= [lepuoamnyeckun NpoBepsn Kakne nnaTHble yCrnyrn akTMBMpOBaHbl HA TBOEM HOMEpE;

= [laBaw cBOM HOMEpP MOBUMBHOro TenedoHa TONbLKO NIOASAM, KOTOPbIX Thl 3HAELLb Y KOMY
JoBepsieLlb;

= Bluetooth gomkeH 6bITb BbIKIOYEH, KOrga Tel UM He nornb3yellbes. He 3abbiBan nHoraa
npoBepsATh 3TO.

Online urpsbl

CoBpeMeHHble OHMAaNH-Urpbl — 3TO KPaCO4YHble, 3axBaTbiBaloLLME pas3BnedeHns, oobeguHaLWwme CoTHN
ThICSIY YENOBEK NO BCeMy Mupy. Vrpokmn nccneayot AaHHbIN UM MUp, 06LaloTca Apyr ¢ ApyroMm,
BbIMOSTHSAIOT 3a4aHu1sl, CPaXXarTCsl C MOHCTPaMM M Mosy4vatoT onbIT. 3a yOOBONbCTBME OHU MNATAT:
NMOKynatT AMCK, onavymMBaoT aboOHEMEHT UM NpruobpeTaroT Kakne-To onuumn.

Bce aTn cpeacTtBa MayT Ha nogaepkaHue U pasBUTUE UIPbl, @ Takke Ha camy 6e30MacHOCTb:
COBEPLUEHCTBYIOTCS CUCTEMbI aBTOPM3aLIMM, BbINyCcKalOTCA HOBble naTyn (UudpoBble 3annaTky ans
nporpamm), 3aKpbiBalOTCS YsiI3BUMOCTU cepBepoB. B NoJ0BHbIX Urpax CTOMT onacaTbCsi HE CTOMbKO CBOMX
COMEPHUKOB, CKOJIbKO KpaXkn TBOEro Naporsi, Ha KOTOPOM OCHOBaHa cUcTeMa aBTopuM3aLuMu BoNnbLLIMHCTBA
urp.

OcHoBHble coBeTbI N0 6e30NacHOCTN TBOETO UrpoBOro akkayHTa:

= Ecnwn gpyron urpok Beget cebs nnoxo unu cosgaeT Tebe HenpuATHOCTK, 3abnOKMpyn ero B
CMUCKe UIPOKOB;

= [loxanyncsa agMUHUCTPaTopaMm Urpbl Ha NOXoe NoBeAeHMe 3TOro Urpoka, XenaTensHo
NPUNOXUTb Kakne-To AokasaTenbCTBa B BUAE CKPVHOB;

* He ykasbiBai Nn4Hy0 nHopmaumio B npodainne urpel;

= YBaxal Apyrmx y4acTHUKOB MO Urpe;

= He ycTaHaBnvBan HeoduLmMarnbHble naTymM 1 MOAbI;

*  Vcnonb3yw CNoXHble U pa3Hble Naponu;

= [laxe BO BPEMS UrPbl HE CTOWUT OTKNOYATb aHTMBMPYC. [oKa Thbl Urpaellb, TBOW KOMNbIOTEP MOTYyT
3apasuTb.

DULINHT UK KpaXka NINYHbIX OAHHbIX

OOGbIYHOW Kpaxken OeHEer 1 JOKYMEHTOB CEroHS Y>Ke HUKOro He yanBUfilb, HO C pa3BUTMEM UHTEPHET-
TEXHOJIOMMI 3M0YMBILLINIEHHMKN NEPEMECTUITUCH B UHTEPHET, U MPOLOIIKAOT 3aHMMaTbCs «JII0OUMBIM»
aenom. Tak nosiBunacb HoBas yrposa: MHTEPHEeT-MOLLIEHHUYECTBA UK (OULLIMHT, rMaBHas Lerb KOTOPOoro
COCTOMT B NOSy4eHUn KOHUAEeHUManbHbIX AaHHbIX NoSfib3oBaTenen — normHoB 1 naposien. Ha
aHrnunckom Asbike phishing untaetca kak duwmHr (ot fishing — pbibHasa noens, password — naponb).

OcHoBHble coBeTbl N0 bopbbe ¢ PULLNHIOM:

= Cnegu 3a cBoMM akkayHToM. Ecnu Tbl nogo3peBaellb, YTO TBOSA aHkeTa bbina B3noMaHa, To
HeobxoaMMo 3abnokupoBaTtb ee 1 coobLwMTe agMUHUCTpaTopaM pecypca o6 3TOM Kak MOXHO
cKopee;

*  WNcnonb3yn 6e3onacHble Be6-canTbl, B TOM YUCIe, UHTEPHET-MarasnHoOB 1 NONCKOBbLIX CUCTEM;

*  Wcnonb3yn crioxHble 1 pa3Hble naponu. Takum obpasom, ecnmn Tebsa B3nomaroT, TO
3MI0YMbILLIIEHHMKI MOSy4aT AOCTYN TOMLKO K OAHOMY TBOEMY NpOodusio B CETH, a HE KO BCEM;

= Ecnu Tebs B3nomanu, To HeobxoamMmo npeaynpeanTb BCeX CBOMX 3HAKOMbIX, KOTOpbIe
pobGaBneHbl y Tebsi B Apy3bsX, O TOM, YTO Tebs B3NOManu 1, BO3MOXHO, OT TBOEro umeHun byaet
paccbinaTbCs crnam U CCbINKN Ha PULLMHIOBbLIE CalThbl;

*  YcTaHoBu HagexHbln naponb (PIN) Ha MOBUNBHBIN TenedoH;

= OTknoumn coxpaHeHve napons B 6pay3epe;

= He oTkpblBan danrnbl 1 Apyrue BOXEHUS B NUCbMAaXx Aaxe ecriv OHW NPULLNY OT TBOUX APY3eNn.
Jlydwe yTouHn y HUX, OTNpaBnsanm nim oHn Tebe atn dannbi;

LUundposas penyraums

Lindpposas penyTtaums - 3To HeraTMBHasa UnNu No3MTUBHasA MHpopmaLuus B ceTu o Tebe.
KomnpomeTupytowas nHdopMaums pasmeLleHHasi B UHTEPHETE MOXET Ccepbe3HbiM 06pa3om O0TpasuTbCs
Ha TBOeWn peanbHOW Xun3HW. «Lindposas penytauusa» - 370 TBOWN UMUK, KOTOPLIN chopMUpyeTcs 13
uHdopmaumm o Tebe B MHTepHeTe. TBOE MECTO XUTENbCTBA, y4ebbl, TBOE (PUHAHCOBOE MOMOXEHNE,
0CcoBeHHOCTN xapakTepa 1 pacckasbl 0 Grn3KNx — BCe 3TO HaKannMeaeTCcs B CETW.



MHorve nogpocTKmM NErkoMbICAIEHHO OTHOCATCA K NyBnunkaumm nuyHon nHgopmarmm B UHTepHeTe, He
NOHUMasi BO3MOXHbIX NOCNeACTBUN. Thbl AaXe He CMOXELLb AoragaTtbCcsi O TOM, UYTO cpoTorpadus,
pasmeLlleHHasa 5 neT Hasagd, cTana NpUYNHOM OTKasa NpuHATE Tebsa Ha paborTy.

KommeHTapuu, pasmeLleHne TBOMX poTorpadouin u apyrue AencTBMS MOTYT HE UCYE3HYTb Aaxke nocre
TOro, KaK Tbl UX yAanuib. Tbl He 3Haellb, KTO COXpaHun 3Ty MHopMaLmio, nonarna fiv OHa B MOUCKOBbIE
CUCTeMbl 1 COXpaHUIIacb fn OHa, a rMaBHoe: YTo NodyMatoT o Tebe okpyKatoLlee Nnoan, KoTopble HakayT
W yBUAAT 3T0. HailTu nHcpopMaumio MHOTO fieT CNyCTs CMOXET oGO — kak 13 JoOpbIX NOGYKAEeHWI, Tak
N C HAaMEepEeHMEM NPUYUHUTL Bped. DTO MOXET ObITb KTO YroAHO.

OcCHOBHbIEe COBETLI NO 3aLMTe LNMPPOBON penyTaumm:

» [logyman, npexge 4yem 4To-TO NybnmkoBaThb M NepenasaTh y cebsa B 6rore nnm B coumarnbHON
cety;

= B HacTpowkax npochuns yctTaHoBM OrpaHU4EHMs Ha MPOCMOTP TBOEro Npodunsa n ero
COAEPXKUMOro, caenanm ero ToNnbKO «ANg Apy3eny;

= He pasmeLyan n He ykasbiBa MHPOPMALMIO, KOTOpPas MOXET KOro-nmbo ockopbnaTte unum
obmxaTtb.

ABTOpCKOe npaBo

CoBpeMeHHble LLKONbHUKU— aKTUBHbIE MoNb3oBaTenu LmMgpoBoro npoctpaHcTea. OgHako ganeko He Bce
3HAIOT, YTO MONb30BaHME MHOTMMU BO3MOXHOCTAMYU LincbpoBoro mupa TpebyeT cobnogeHus npas Ha
WHTENNEKTYyarnbHYy0 COGCTBEHHOCTb.

TepMVIH «UHTEeNnneKkTyanbHas COBCTBEHHOCTb» OTHOCUTCS K pas3nn4HbIM TBOPEHNAM YenoBe4YeCKoro yma,
Ha4nHad C HOBbIX I/I306peTeHI/|IZ 1 3HaKoB, 0603HavaoLNX COBCTBEHHOCTb Ha NnpoAYyKTbl N yCnyrn , n
3aKaH4nBada KHUramu, (*)OTOI'pa(bVIﬂMVI, KI/IHOCpVIﬂbMaMVI 1N My3blKaribHbIMU NMpon3BeaeHnAaAMN.

ABTOpCKME NpaBa — 3TO NpaBa Ha UHTENNEeKTyanbHyl COGCTBEHHOCTb Ha NPOU3BEAEHUS HAaYKK,
nuTepaTypbl U UCKyccTBa. ABTOPCKME NpaBa BbICTYNaloT B KAYECTBE rapaHTUM TOro, YTO
WHTENNeKTyanbHbIA/TBOpYECKUiA Tpya aBTopa He ByaeT HanpacHbIM, AacT emy crpaBensivBble
BO3MOXHOCTM 3apaboTaTh Ha pe3ynbTaTax CBOero Tpyaa, nonyvynTb M3BECTHOCTb U NpusHaHue. HukTo
6e3 paspelleHnst aBTopa He MOXET BOCTPOU3BOAMTL €ro NpousBeeHve, pacnpocTpaHsTh, NyGNnyYHO
[AEeMOHCTpPUPOBaTh, NPOAaBaTh, UMNOPTUPOBATL, NyckaTb B NpoKaT, NyGrNYHO UCMOMHATb,
MoKa3blBaTb/MCMONMHATL B 3dhmpe unm pasMeLlatb B MIHTepHeTe.

Wcnonb3oBaHue «MnpaTtcKkoro» nporpaMmMHoOro obecrneyeHnss MoXeT npmnBecTn K MHOrMM puUcKam: OT
noTepun AaHHbIX K TBOUM akKkayHTamM 0 6J'IOKI/IpOBKI/I TBOEro YCTpOIZCTBa, roe yCTaHOBﬂeHHbIVI He
neranbHaaA nporpamMmma. He ctouT Takke 3abbiBaTtb, 4YTO CylleCTBYyeT JeralibHble U OecnnartHble
nporpamMmmbl, KOTOpble MOXXHO HaNTU B CETMW.

O noprane

mcq CeTeBuYOK.pdh — TBOW rMaBHbIN COBETYMK B CETU. 34€Cb Thl MOXELUb y3HaTb O 6€30MacHOCTM B CETU
MOHSITHBIM U JOCTYMHbIM S3bIKOM, @ NPY BO3HUKHOBEHUWN KPUTUYECKOM CUTyaumm obpatuTbea 3a
COBETOM.

OpraHusaTtop npoekta — «bnor wkonsHoro BeceaHarkn» www.e-parta.ru lhgopmaumoHHo-
nosHaeaTenbHbIN NopTan Ansa NoApOCTKOB.

Mpunogaepxkn HM «Jlura 6e3onacHoro nHtepHeTay, MocynapcteeHHas yma P® n CoseT Pepepaumm
P®. MNpoekT nMeeT NONoXUTENBLHOE IKCNEPTHOE 3akntoyeHne MyUHUcTepcTBa o6pa3oBaHmsa 1 Haykun PO.

[NepenTtn Ha nopTan
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